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ABSTRACT 

Terms and conditions are central in acquiring user consent 

by service providers. Such documents are frequently highly 

complex and unreadable, placing doubts on the validity of 

so called ‘informed consent’. While readability and web 

accessibility have been major themes for some time in HCI, 

the core principles have yet to be applied beyond webpage 

content and are absent from the underpinning terms and 

conditions. Our concern is that accessible web pages will 

encourage consent, masking the complexities of the terms 

of usage.  

Using the SMOG readability formula and UK Energy 

services as a case study, we observed that a series of 

supplier terms and conditions were far beyond what a 

functionally literate adult could be expected to understand. 

We also present a browser based plug-in which compares 

SMOG readability scores to popular books. The intention is 

to use this plug-in to assist in surfacing the hidden 

complexities underpinning online consent.  
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INTRODUCTION 

During our daily digital endeavours we consent, often 

unthinkingly, to a variety of things. Most of us recognise, if 

we want to achieve our online goals then at some point we 

will have no choice but to tick a box that indicates we have 

read and understood the terms; so we click ‘I agree’.  

However, research shows that less than 1% of us actually 

pause to read [2], and even those who should know better 

tend not to bother [15]. On average, people spend only 29 

seconds [2] prior to ticking the box; insufficient time to 

either have read or to have understood the contents. Whilst 

this is of concern, it is of no surprise given that standard 

‘terms and conditions’ are both textually and conceptually 

complex and sometimes as long as the works of 

Shakespeare [30].  

Despite their critical role, terms and conditions have gone 

largely unnoticed by the HCI community. Readability and 

web accessibility are major themes for HCI and the 

community has looked carefully at the development of 

principles and guidelines to improve both. The Web 

Content Accessibility Guidelines (WCAG) 2.0, for 

example, include readability as an ideal standard in terms of 

accessible design [37] and studies show that the 

accessibility of Internet-based information is generally 

considerably higher than that of printed information [9]. 

Design heuristics speak of accessibility, reflecting the 

language of the user, supporting their control, and applying 

the principles of minimalism and simplicity.  However, 

these tenets are glaringly absent when we turn to terms, 

conditions, privacy policies and End User Licence 

Agreements (EULAs).  

Understanding what we actually consent to on-line has 

become an issue of some concern. This has been 

characterized by both the growing public debates about 

privacy policies associated with services, [34] and the 

government debates around regulation and governance 

which have risen in frequency and prominence [17].  This 

debate is likely to increase, as ever more of our everyday 

life shifts online and the Internet becomes the only way to 

access fundamental services and key utilities. This requires 

everyone to have awareness and understanding of what they 

are agreeing to when they consent to terms and conditions.  

The challenge is how this shift will take place in a manner 

that is inclusive to all and does not leave significant 

segments of the population marginalized.  

The readability of the terms and conditions of key digital 

services is fundamentally an issue of inclusion and 

accessibility. These services should be available to all yet 

the terms and conditions are written at a level of complexity 

that makes them highly inaccessible to large segments of 

the population, predominately those already excluded in 

various ways. The point of consent, where individuals must 

be sufficiently informed to meaningfully waive their rights, 

is dramatically impoverished if users’ understanding is 

incomplete. For example, almost 50% of the UK adult 

population has a reading age below that of a 14 year old 

[12].  Despite this, documents key to the process of consent 

continue to pitch at a graduate-level audience. Without 

immediate attention, this trend will lead us towards new 

spheres of exclusion through the developments of a digital 
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underclass without the capabilities to make meaningful 

consent choices and control their digital identities.  

The contribution of this work is twofold; a case study to 

illustrate the current vulnerability of large segments of the 

UK population to this exclusion, and the presentation of a 

plug-in to provoke and promote action. Our case study 

focuses on the provision of energy, a public utility that 

impacts all of society and is subject to a range of regulatory 

measures to ensure it is available to all. Within the UK the 

‘Big Six’ energy companies provide energy to over 96% of 

the population. We assess the readability of the supporting 

terms and conditions and privacy policies of these 

companies to gauge whether or not functionally literate 

adults within the population could read them. 

Unfortunately, we discover that these critical documents are 

accessible to a worrying small fraction of the population. 

Having confirmed the problem, the key challenge is how to 

provoke and promote action about an issue currently 

hidden, persistent and unnoticed. As a starting point, in 

what must be a continual process, we wish to encourage 

positive change by promoting awareness of this issue at the 

interface. We have developed a browser plug-in
1
 that relates 

the currently hidden complexity of terms of agreement to 

well known and classic literature. This is intended as a 

sensitising device to surface the complexity of consent 

documentation to both users and designers, and to 

encourage debate around the issues surrounding consent.  

Ultimately, we wish to extend the current focus of 

accessibility within HCI, beyond presented web content, to 

embrace the terms and conditions that underpin the delivery 

of web services. We need to open up the hidden parts of 

web pages, critical to consent, and subject this supporting 

documentation to the same rigorous scrutiny afforded to 

standard webpages. Our concern is that, if left unattended, 

we may reach a situation where highly accessible web 

pages encourage consent, whilst underpinned by terms and 

conditions that are both hidden from and impenetrable to 

the user.   

BACKGROUND 

Consent within online systems is a digital manifestation of 

a social interaction. A user’s positive indication of consent 

becomes the equivalent of signing their name on a legal 

document [22]. This indication is “given in response to a 

proposition describing [an] action to be performed” [22]. 

Within online interactions, this proposition is conveyed via 

privacy policies, terms and conditions, general information 

and End User Licence Agreements (EULAs). 

Terms and conditions are key in informing users as part of 

the process of gaining informed consent; they are 

propositions describing something to which we are being 

asked to agree. Understanding these propositions is 

particularly important as “the crucial consideration is that 

                                                           

1
 Plug-in can be found at www.literatin.wordpress.com  

the individual must fully understand that by the action in 

question they will be giving consent” [17] to a specific and 

clearly proposed processing of their personal data.  

Therefore, the act of ticking the box to indicate that a user 

accepts the terms and conditions of service must be based 

upon a clear comprehension of what precisely it is they are 

agreeing to.  Without this understanding, it cannot truly be 

said that the user is informed, and therefore cannot 

meaningfully consent to the terms set out.  From this 

perspective, a meaningful act of consent is actually 

predicated upon the comprehensibility of these documents. 

Regulating for Consent 

As more and more basic services are provided and 

controlled online, user consent has become a focus of 

considerable regulatory work. From a regulatory 

perspective, a user’s consent is a voluntary, specific and 

informed “indication of his wishes” [6].   Protection of user 

agency is central to most debates around privacy and 

personal data. Understood as the “operation of social power 

located in the actions and behaviour of human individuals” 

[32], agency describes the ability to act in a meaningful 

way.  The key point is that users should be supported to 

retain the power to control their personal data.  

The drive towards greater user agency has stimulated 

significant policy developments at the European level 

including the EU Cookie Law
2
.  This law refocused 

responsibility away from the user towards the service 

provider and stipulated that providers should clearly 

communicate any data collected as a result of users’ 

engagement with their system.  It goes yet further to say 

that consent should ideally be explicitly obtained and that 

users’ actions should be a ‘strong enough’ indication of 

their agreement, which can only be secured “if there is a 

shared understanding of what is happening”[17]. The clear 

implication here is that the communication should be both 

accessible and comprehensible to the user.   

These tenets are especially important in instances where 

providers rely upon implied consent, as has been the 

tradition for web-based services. The UK Information 

Commissioners Office (ICO) stress the need to (a) consider 

the nature of the intended audience, (b) consider the way 

that audience expects to receive information, and (c) ensure 

that the language used is audience-appropriate [17].  It is 

clear, however, that in their current form the majority of 

notice/communications still fail to take account of these 

standards. The question remaining therefore is just how 

readable are these documents to the population they 

address. 

Assessing Comprehension and Readability 

Before we can judge whether a text is comprehensible one 

needs first to understand the term.  Comprehension of a text 

                                                           

2
 The UK Privacy and Electronic Communications (EC Directive) 

(Amendment) Regulations 2011 
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is influenced by a number of interdependent factors. These 

can include (a) aspects of psychology and 

psycholinguistics, (b) processes such as “semantic memory, 

(c) verbal learning, visual (and possibly aural) information 

processing, (d) logical reasoning”, and (e) the readability of 

a text.  It can even be influenced by external factors such a 

reader’s interest and reading time [13].  However, whilst 

tests of comprehension require complex interactions with 

the reader, the likelihood of comprehensibility can, in part, 

be established through tests designed to predict the levels of 

reading difficulty at which a text is pitched.  This is known 

as readability, or “those aspect of a text which make it easy 

for a reader to understand” [13]. In essence, readability 

describes coupling the ‘level of readability’ of a given text 

to the level of “reading with understanding” [24] of an 

individual, focusing upon the style of writing in isolation 

from the content, organization and coherence of the text [8]. 

The use of readability formulas to illustrate the accessibility 

of a text, whilst relatively new to online consent, is an 

approach familiar to subject areas where there is considered 

to be a potentially high level of public good.  Assessing the 

readability of a document on the basis of textual complexity 

has been used to identify weaknesses in health information, 

on the premise that complex text excludes particular 

segments of society [4, 5, 9,11,16, 32, 36]. 

In order for public information to be fit for purpose, it needs 

to properly reflect the capabilities of its audience. The 

majority of studies in this area have focused upon 

information used to inform individuals about their general 

health and specific conditions. However, the principle 

remains the same for all public-facing information related 

to key services such as utilities (e.g. energy, water, 

telecommunications), particularly in instances where 

government plays a role in regulating those services. An 

individual’s ability to understand the information presented 

impacts negatively upon their ability to make informed 

judgments, and thereby weakens their ability to 

meaningfully consent. 

Current UK Literacy Levels  

Simply knowing the readability of a text is meaningless 

however, unless you also understand the reading ability of 

your audience.  Within England, for example, 43.4% of the 

total estimated adult population
3
 of England (34.1 million) 

have literacy skills at level 1 or below, totalling 14.8 

million adults [12].  

Table 1 equates SMOG
4
 readability levels to the closest 

equivalent adult literacy levels.  It also shows the estimated 

percentage of the English population who currently could 

not read text pitched at those levels. The equivalent grade 

                                                           

3 Adults, in this case, referring to those within the population 

ranging from 16-65 years of age 

4 SMOG refers to ‘Simple Measure of Gobbledygook’ a formula 

used to assess the readability of a text 

of school attainment and associated school age is also 

included to facilitate comparison to other national contexts.  

In order to understand what adult literacy levels mean in 

practice it is helpful to know that at below Entry level 3 

(school age 9-11), adults “may not be able to understand 

price labels on pre-packaged food or pay household bills” 

[10]. Below Level 1 (broadly equivalent to school age 13-

14) adults may struggle to read transport timetables. Any 

information aimed at such an audience must, at a minimum, 

meet levels of functional literacy. 

 

Functional Literacy 

An individual’s functional literacy has a positive impact 

upon the ability one has to take control of one’s information 

[11]. This means that when individuals understand what 

they are reading, they are better able to act on the basis of 

that understanding.  

In order for an individual to be considered functionally 

literate, they must be able to “engage in all those activities 

in which literacy is required for effective functioning” [35] 

within society. Whilst the UK government does not 

attribute a specific level to functional literacy, it does 

provide funding for adults to reach what it defines as ‘basic 

literacy’ (up to Level 2; see Table 1) [33].   

Level 2 is also the exit level of compulsory education 

within the UK and is considered “a solid platform from 

which to find a rewarding, productive job and progress in 

work” [7]. For the purposes of this study therefore, we will 

take Level 2 as the minimum functional level of literacy. 

However, even at Level 2, an individual’s literacy skills are 

sufficient only to meet the readability level of text similar in 

complexity to books such as ‘Fifty Shades of Grey’ and 

thereby unlikely to meet the demands of more complex 

documents.  

Assessing the Readability of Documents 

A readability formula is an instrument that predicts the 

readability of a text, through a determination of its 

complexity. This is established on the basis of sentence 

length, word counts and polysyllabic words [1]. According 

Adult Literacy 

Level 

Adults at that 

level (England) 

Maximum 

SMOG 

Approx  UK 

school 

attainment 

Level 3  No current % 15 to 16 
A-Level  
(ages 15-18) 

Level 2*  
19.3 million 

(56.6%) 
13 to 14 

At least GCSE 

grades A*-C 

(ages 13-14) 

Level 1 
9.7 million 

(28.5%) 
11 to 12 

GCSE grades 

D-G 
(ages 13-14) 

Entry Level 3 
2.7 million 

(7.8%) 
9 to 10 Ages 9-11 

Entry Level 2 or 
below 

2.4 million 
(7.1%) 

8 or below 
Ages 8 and 
below 

Table 1: SMOG, Adult Literacy Levels and School Age 
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to Harrison, the effectiveness of a readability formula 

should be assessed on the basis of its validity (level of 

correlation to expert assessment of text readability), age-

level accuracy, and the ease of application [13]. Harrison 

assessed nine formulas against these measures and 

identified four which ranked most highly; Fry graph, 

Mugford Formula and Chart, SMOG formula and Dale-

Chall formula. Given that our study sought to address issues 

in the adult population, the formula selected for application 

was a version of SMOG specifically adapted for adults by 

the University of Nottingham and NIACE (National 

Institute for Adult Continuing Education) in 2009.  This 

version is also endorsed by the National Literacy Trust.  

The SMOG Formula 

The formula used within this study is an adaptation of the 

original SMOG formula developed by McLaughlin [23]. 

The formula alters the SMOG outputs from US grade 

(school) levels, as were generated by the traditional 

formula, to a readability level suitable for adults.   

 

Instead of the 8 applied at the end of the traditional formula 

(as above), this adaptation applies a 3 in order to achieve 

the readability level of a text, rather than the reading age 

required.  This adaptation was applied by literacy experts to 

more accurately reflect the adult context and, as such, is the 

only readability formula comparable to adult literacy.  The 

SMOG formula has the added advantage of being a 

frequently used and familiar instrument within similar 

studies, correlating highly with other instruments [11], and 

recommended by key national literacy organisations.  

CASE STUDY 

The following study sought to identify the extent to which 

the terms and conditions, generated by regulated services, 

could genuinely be said to be understandable to their target 

audience. In order to answer the question, we focus 

specifically upon textual complexity as a measure of the 

comprehensibility of a document and apply a SMOG-based 

algorithm. In other words, we apply a formula to the text in 

order to predict the level of difficulty one might experience 

when reading it.  One argument against making terms and 

conditions readable in the private sector is that individuals 

have a choice as to whether or not to agree.  In order to 

highlight an area within which people have little choice but 

to consent, we focus upon the energy industry.   

Energy is a ubiquitous non-discretionary good, supplied 

predominately via the Big Six energy companies to almost 

all of the UK population.  Utilities, such as energy, are 

effectively the conduit between users/consumers and 

natural resources. As such, they enjoy a relatively 

monopolistic position in the market and, to counterbalance 

this, are regulated by government.  Equally, they are part of 

an infrastructure that protects public goods [20], and as 

such are necessarily subject to higher standards of social 

responsibility than providers of private goods. From this 

perspective, such utilities have a responsibility to promote 

access to their services and be as inclusive as possible to all 

groups within society, particularly when communicating the 

basis of any potential (explicit or implicit) agreement to 

consumers. 

The Statutory Responsibilities of Energy Services 

Utilities such as Energy (Gas and Electricity) or Water and 

Sewage, must adhere to specific licence agreements 

(licence to supply/operate) set out by their respective 

ombudsman, and as such are subject to a legal requirement 

to perform within specific parameters.  

Within the UK, the provision of electricity and downstream 

gas to end-consumers is established by statute.  Principally 

this relates to the Gas and Electricity Acts (1986 and 1989, 

as amended) in addition to directly relevant European 

legislation, and is governed through regulatory frameworks 

overseen by the Office of Gas and Electricity Markets 

(Ofgem). Supportive of these frameworks is the 

requirement for suppliers to be issued a 'licence to 

supply/operate', which obliges them to comply with a 

number of conditions including standards of 

communication between consumers and licensed suppliers.  

Energy companies’ license to supply/operate  

Under ‘Standard Conditions for domestic suppliers 25.1’, 

Condition 25; ‘Marketing [electricity or Gas] to Domestic 

Customers’, the objective of that licence condition is to 

ensure that “all information which the licensee or any 

Representative provides (whether in Writing, by electronic 

display or orally) to Domestic Customers in the course of 

the licensee’s Marketing Activities and/or its Telesales 

Activities is complete and accurate, is capable of being 

easily understood by Domestic Customers, […] and is 

otherwise fair both in terms of its content and in terms of 

how it is presented (with more important information being 

given appropriate prominence)” [27]. 

Therefore, any information produced for consumption by 

the domestic consumer, actual or potential, needs not only 

to be presented in a way that is considered ‘fair’, but also in 

language that is easily readable and understandable. The 

notion of fairness is also covered by data protection law, 

and is outlined by the ICO as including not only honesty 

and openness about use of data, but also consideration of 

the “effect the processing will have on the individual.” [18]  

In summary, the minimum legal requirements for any 

organisation dealing with data is to make certain the user 

understands (a) who the consent-seeker is, (b) their 

intention in respect of use of the data, and (c) who else that 

information will be shared with.  This information is most 

often to be found in a websites terms and conditions or 

privacy policies. 

Selecting a Sample of Terms and Conditions 

A series of 16 customer information documents were 

selected from the UK’s primary Big Six energy suppliers.  
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The Big Six energy suppliers in the UK are (1) British Gas 

Business, (2) Électricité de France (EDF), (3) E.ON, (4) 

Npower, (5) Scottish Power Business, and (6) Scottish and 

Southern.  These companies supply in the region of 99 per 

cent of Britain’s domestic retail market [26]. The 

companies were selected on the basis that there remains 

only a very small proportion of the population not currently 

served by these providers. 

The documents studied include: 8 domestic product terms 

and conditions documents (including 1 additional 

information and 1 ‘clear and simple’ version), 3 Privacy 

Policies and 5 website terms and conditions. These 

documents were selected as they represent those with the 

widest reach. This is because every customer will have to 

agree to the general terms and conditions of supply, and the 

majority of customers will also have accessed the website 

as source of product information. In order to assess the 

extent to which the readability levels of the analysed 

document meet the requirement of the population, we draw 

upon data from the UK Department for Business, 

Innovation and Skills (BIS) 2011 Skills for Life Survey. 

Applying the SMOG Formula 

Each of the selected documents was processed through the 

SMOG calculator. As the formula was originally designed 

for running text, tables were removed from the documents 

prior to analysis.  Scores were established for each text in 

terms of SMOG value, word count (length), number of 

sentences, and number of polysyllabic words. 

FINDINGS  

Overall, the results of the analysis (Table 2) show that all of 

the 16 selected documents, designed by energy services to 

inform users, fall beyond the threshold of functional 

literacy (SMOG 13-14) with a mean average readability 

level of 18.1. Of the 16 documents assessed in terms of 

readability, the one generating the highest SMOG score, 

and therefore most complex, was the Scottish Power 

Business Gas and Electricity ‘General Terms and 

Conditions for Domestic Customers’ (SMOG 20.3).  This 

was followed by the Scottish and Southern Privacy Policy 

and the Électricité de France ‘Energy Supply Terms; all 

tariffs’ (SMOG 19.2 in each case).  

E-ON’s website terms and conditions related to web-

supported browsers ranked as SMOG 18.7, and British Gas 

Business terms and conditions for domestic customers 

ranked as SMOG 18.6.  The Électricité de France website 

terms and conditions and privacy policy ranked at SMOG 

18.4 in each case. NPower website terms and conditions 

(SMOG 18.3) and E-on “Additional Explanation and Guide 

to your Terms and Conditions” (SMOG 18) all ranked as 

SMOG 18 or above. 

The shortest documents were the website terms and 

conditions documents from E-on which related to phishing 

and support for browsers (252 and 202 words long, 

respectively).   

 

 

Supplier SMOG Length Sentences Polysyllabic words Document Type 

Scottish Power Business 20.3 9155 324 1464 Terms & Conditions  

Scottish and Southern 19.2 521 23 87 Privacy Policy 

Électricité de France (EDF) 19.2 7284 240 899 Terms & Conditions 

E-on 18.7 202 11 38 Web Terms & Conditions  

British Gas Business 18.6 2042 90 300 Terms & Conditions 

Électricité de France (EDF) 18.4 856 47 151 Privacy Policy 

Électricité de France (EDF) 18.4 491 26 84 Web Terms & Conditions 

Npower 18.3 2410 106 375 Web Terms & Conditions 

E-on 18 646 29 87 Guide to your Terms and Conditions 

E-on 17.8 2132 109 313 Terms & Conditions 

Npower 17.7 17201 810 2264 Terms & Conditions 

Scottish and Southern 17.7 4211 255 723 Terms & Conditions 

E-on 17.5 256 15 40 Web Terms & Conditions  

British Gas Business 17.3 2090 259 101 Web Terms & Conditions 

Scottish Power Business 17.3 1566 90 233 Privacy Policy 

British Gas Business 15.8 8196 507 915 Terms & Conditions (Clear and Simple) 

Table 2: SMOG readability level of documents 
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DISCUSSION 

The purpose of the case study was to illustrate the hidden 

complexity of documents intended to inform consent.     

Within this discussion we consider (a) the scope of the 

licensed responsibilities of energy companies, (b) the extent 

to which the current terms and conditions can be said to be 

understood by energy customers, and (c) one potential 

solution as to how the representation of document 

readability might be made more meaningful for non-

specialists. 

Can users understand energy supplier terms and 
conditions? 

If we consider that energy companies are subject to licence 

conditions that stipulate all information should be capable 

of being easily understood by Domestic Customers, it is 

reasonable to assume that such information should be, at a 

minimum, written in such a way as to be understandable to 

a functionally literate individual. Therefore, any 

documentation falling above 14 on the SMOG index 

arguable does not meet those minimum criteria. If we 

consider the results of our study, only one document fell 

below SMOG 17; the terms and conditions entitled ‘clear 

and simple’ by British gas (SMOG 15.8). Whilst this still 

falls above our threshold of readability, it serves to illustrate 

that it is possible to generate such documentation at a more 

inclusive level of readability.  

However, if companies genuinely wish to communicate 

effectively with a wider proportion of their customer base, 

the National Literacy Trust maintains that, in reality, the 

majority of people will only understand a SMOG 

readability level of 10 or below (reading age 9-10) [24]. 

This is because individuals with poor literacy skills are (a) 

more literal in their interpretation of words, (b) ignore 

words unfamiliar to them, (c) place over-emphasis upon the 

insignificant details within a text, (d) read more slowly than 

those with higher literacy levels, (e) find difficulty in 

identifying the key concepts within a text, and (f) often do 

not consider the context of the narrative [11]. Therefore, the 

more complex and decontextualised the document, and the 

longer it takes to read it, the less likely it is to be interpreted 

as intended by the author.  

When we consider that the most complex document 

(Scottish Power Business Terms and Conditions) generated 

a SMOG value of 20.3, and most people’s reading 

vocabulary development stops at approximately 20 [24], we 

can see that there is some work to be done if such 

documents are to be easily understood by domestic 

customers.  

If such documents are not made readable for the wider 

population then there can be little hope of comprehension, 

and we face the digital equivalent of what has been termed 

the myth of informed consent in the biomedical domain. The 

inherent danger is that people are forced into consenting to 

things they simply do not understand because they need 

access to the related products and services.  

Paasche-Orlow et al. [29] assessed the readability standards 

of informed-consent documents used in respect of medical 

research. They argue that whilst Institutional Review 

Boards seek to protect vulnerable participants, the practice 

is that consent forms used to inform subjects are 

unreadable. Equally, Jensen and Potts [19] state that privacy 

policies currently do not function as decision-making tools 

in respect of digital privacy. When considering how to 

improve the accessibility and readability of complex web-

based text, suggestions have been made to include the use 

of imagery and illustrations to better communicate with 

low-literacy readers [36]. Kay and Terry [21] take this 

further, suggesting that inclusion could be achieved through 

the use of iconic symbols, short facts and vignettes as a 

means to accentuate and make relevant important 

information within such documents. 

However, whilst the suggested solutions offer clear 

guidance to those who would take it, studies show that 

education levels are a more significant determinant of 

understanding than any such interventions [10]. Equally for 

those who attempt the use of readability formulas, these are 

decontextualised at the point of use and often presented as a 

metric, with the resulting scales not being readily 

understandable to a non-specialist audience.  Therefore, the 

problem remains; how can designers be motivated and 

supported to ensure the documents informing the consent 

process are sufficiently readable so as to support user 

agency?   

Contextualising SMOG 

As it stands, appreciating the complexity of terms and 

conditions is masked by the difficulty in interpreting 

readability statistics. A considerable amount must be 

understood before a judgement can be made on the 

readability of a text; knowledge that members of the public 

are unlikely to posses. This motivated us to explore ways in 

which we could bring to the surface this complexity and 

increase awareness of the implications of unreadable texts. 

One approach to this, as outlined by Walsh and Volsko 

[36], might be to graphically represent the results, 

preferably anchoring the visualisation in something a user 

can easily relate to. Given the focus on readability, it would 

appear apt to make use of popular and classic books as a 

point of reference to the user. For example, many adults 

will have likely read a book from the Harry Potter series or 

a classic book such as Treasure Island during their 

compulsory studies in school. Utilising these books as a 

reference point could help users appreciate the complexity 

of any text without the need for statistics.  

While this is a promising approach when a text has an equal 

complexity to a popular book, as demonstrated by the 

exploration of the ‘Big Six’ energy companies terms and 

conditions, the complexity of text can vary significantly. 

This would make it difficult for people to make judgements 

about the degrees of complexity beyond the books they are 

familiar with e.g. Harry Potter has a smog value of 12 while 
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the analysed text has a value of 23. One solution might be 

to identify well known, but not presumed read, classic 

literature such as Frankenstein and Moby Dick; each with a 

cultural status which inherently implies a certain degree of 

complexity. Harry Potter could then be situated on a scale 

relative to these well known classic (and complex) books. 

This would allow the user to effectively judge the 

complexity of any text, but always grounded in something 

they are knowledgeable of. The same principle can also be 

applied to the length of a book, which is an important 

consideration when interpreting the readability of a text.  

Using the ideas above, we developed an open source 

browser based plug-in for Google chrome designed to assist 

users in understanding the readability of any selected text 

(see Figure 1). The rationale for using a plug-in, as opposed 

to a standalone application or website, is centred on the 

effort and time of use by the user. We already know users 

spend little time reading terms and conditions, so it can be 

argued that they are disinterested. Hence minimizing the 

effort and interaction time could help motivate users to 

better engage with issues surrounding terms and conditions.  

A plug-in facilitates this by being easy to use, and relatively 

unobtrusive in relation to the users current activities/task 

i.e. the user does not need to ‘abandon’ what they are doing 

to explore readability issues.  

The principle behind the plug-in is to allow users to explore 

the complexity of any text found within a webpage. As a 

webpage is loaded, the text is automatically captured and 

the readability calculated using a SMOG based algorithm. 

The result is then unobtrusively presented as a notification 

above the plug-in icon. Users may also select specific text 

of interest, activate the plug-in and the text is automatically 

captured and checked for readability. The text is first 

cleaned, removing unnecessary and problematic spaces, 

punctuations, lines and characters. Terminators are added 

where they appear to be missing, and upper/lower case 

characters are altered where appropriate.  

After cleaning, complex words are calculated by counting 

three or more syllables in a word (polysyllabic). A syllable 

is determined based on the presence of a number of pre-

determined vowel combinations. The results of the 

algorithm are then presented to the user initially in text 

format (as is typically done for existing readability 

assessment tools). Common statistics associated with 

SMOG are then presented to the user such as: Number of 

Words, Number of Complex Words, Number of Sentences, 

Length in Pages and the SMOG Value. In addition, the 

SMOG value is crossed checked with the information found 

in Table 2, and the relevant BIS statistics are included to 

help users appreciate how the rest of the population might 

perceive their text.  

There are currently a total of 50 books (see Table 3) with 

SMOG values available within the plug-in, ranging in 

length and complexity. In particular, it should be noted that 

the most complex book found to date is rated at 20.6, which 

is higher in readability than all of the ‘Big Six’ energy 

companies terms and conditions; a promising sign. 

However, such complex books are rare; with the majority 

explored so far recording values between 11 and 14. 

Interestingly, none of the ‘Big Six’ terms and conditions 

(even the ‘clear and simple’) score less than the 8 most 

complicated books tested. In fact the ‘clear and simple’ text 

is equal in readability to a sample of the Bible. 

 

Whilst it is the focus of our case study, the domain of 

energy is only one application area.  Even if we look to 

websites that are designed to promote inclusion, such as 

Directgov (the UK government’s citizen web portal) we see 

that this also results in a SMOG value of 20.1 (“The 

Prince”) and a length of 1109 (“The Tale of Peter Rabbit”).  

# Book SMOG Length 
1 Beyond Good and Evil 20.6 66373 
2 The Prince 20.1 51293 
3 Gulliver's Travels 18.8 104794 
4 The Call of Cthulhu 18.5 12003 
5 The Legend of Sleepy Hollow 18.4 12414 
6 Frankenstein 17.0 75461 
7 Moby Dick 15.9 209799 
8 The Bible, Old and New Testaments 15.8 796832 
9 The Metamorphosis 15.7 22744 

10 Around the World in 80 Days 15.5 67876 
11 Les Miserables 15.3 551343 
12 The Iliad 15.3 191941 
13 The Three Musketeers 15.3 192299 
14 The Time Machine 15.2 32688 
15 The War of the Worlds 15.2 60906 
16 20000 Leagues Under the Sea 15.1 103010 
17 A Tale of Two Cities 14.6 139538 
18 Dr. Jekyll and Mr. Hyde 14.5 27850 
19 Great Expectations 14.5 190324 
20 Oliver Twist 14.5 167560 
21 Wuthering Heights 14.5 118856 
22 War and Peace 14.2 550940 
23 The Hound of the Baskervilles 14.1 63453 
24 I, Robot 13.9 72943 
25 Beowulf 13.9 41711 
26 HP& the Goblet of Fire 13.9 194302 
27 HP& the Half Blood Prince 13.9 181309 
28 HP& the Order of the Phoenix 13.7 260583 
29 The Invisible Man 13.6 50667 
30 The Picture of Dorian Gray 13.5 81267 
31 Dracula 13.5 162532 
32 HP& the Deathly Hallows 13.5 197592 
33 The Wonderful Wizard of Oz 13.3 40769 
34 Treasure Island 13.3 69902 
35 HP& the Prisoner of Azkaban 13.2 115082 
36 The Tale of Peter Rabbit 13.2 1034 
37 Alice's Adventures in Wonderland 13.1 27758 
38 Harry Potter and the Chamber of Secrets 13.0 91338 
39 Grimm's Fairy tales 12.8 103747 
40 The Jungle Book 12.7 52491 
41 The Fly 12.6 2237 
42 HP& the Philosophers Stone 12.6 83007 
43 Adventures of Huckleberry Finn 12.5 113226 
44 Ulysses 12.5 257443 
45 50 Shades of Grey 12.4 157420 
46 Lamb to the Slaughter 12.4 3668 
47 LOTR: The Fellowship of the Ring 12.4 182998 
48 LOTR: The Return of the King 12.3 138693 
49 LOTR: The Two Towers 12.0 158427 
50 Green Eggs and Ham 9.7 355 

Table 3: Smog values for 50 classic and popular books 
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Even go-on.co.uk, the UK site for promotion of digital 

inclusion, whilst fractionally more readable, generates a 

SMOG value of 17.2 (“Frankenstein”). Whilst the examples 

are somewhat whimsical, already we begin to see both the 

undue complexity of terms and conditions, and the 

enhanced comprehension that comes through identifying 

equivalence with books. 

Overall, what is striking is the irony inherent in the 

unreadability of readability formulas.  This is due, in part, 

to the fact that they were designed as tools to support 

teachers in selecting age-appropriate texts for the 

classroom.  Whilst they have been applied broadly, their 

outputs remain decipherable primarily to that audience.  We 

hope that our plug-in makes more accessible this instrument 

and more meaningful its outputs for a broader audience. In 

support of this desire, initial conversations with literacy 

experts suggest that this plug-in has a potential application 

area beyond that of the HCI community. 

It has been suggested that additional value could be found 

in extending functionality to include (a) an editing function 

to allow exclusion of certain words in order to reflect 

nomenclature within different contexts, and (b) a function 

that highlights areas of complex texts and suggests 

alternatives.  Plans for future work include conducting a 

user study, in the wild, with literacy experts and community 

learning practitioners working with adults in 

disenfranchised communities.  It is also anticipated that the 

instrument will be further developed for multiple platforms 

to better reflect the use context of these groups. 

Limitations of the Study 

Readability formulas, such as SMOG, derive a numeric 

score from standard metrics that indicate the complexity of 

a text such as the overall length, sentence length, paragraph 

length and number of polysyllabic words.  Whilst this is a 

valid measure of textual complexity, we recognise that 

readability is a considerably broader issue. Factors 

influencing readability include the context of use, the 

experience of the reader (including social and cultural 

context) in addition to the visual aspects of readability.  

However, readability formulas are used as they offer 

consistent metrics, enabling comparison across disparate 

texts.   

One of the primary weaknesses of SMOG is that it 

classifies Readability Grade Level (RGL) at 100% 

comprehension and therefore presents the reading age level 

at slightly higher than other instruments [12].  Whilst this 

may have been a problem, the readability of the documents 

analysed was sufficiently poor as to render this academic. 

Due to the nature of the argument, the study chose to focus 

upon the energy sector and therefore is based upon a limited 

sample of texts.  The argument for inclusivity of materials 

informing private sector consent information has been made 

previously.  However, despite their equal complexity, there 

is no compelling reason for change.  Regulated services, 

however, have a legal duty of care to the public. 

It is further recognised that the statistics generated are 

representative of the UK only. However, prior readability 

studies have focused exclusively upon the United States and 

are therefore not directly comparable.  In order to afford 

some comparison to the international context, an 

approximation of the equivalent reading age has been 

included in Table 1. A point of particular note is that, whilst 

it is anticipated that the plug-in will be a helpful instrument, 

this has not yet been tested with users.  The plug-in 

was launched in early December 2012 to a closed 

community of adult education practitioners and specialists.  

Early feedback from initial trials and walkthroughs with 

this group has been positive and has informed further 

iteration of the plug-in prior to formal user-testing. 

 

 

Figure 1: Google Chrome SMOG-based Readability Plug-In 
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CONCLUSIONS 

This paper has focused on the accessibility of terms and 

conditions underpinning web services. We have argued for 

the need to open up what currently feels like a rather hidden 

part of many web pages to the same level of inspection and 

attention that is given to the rest of the web. One response 

to this might compare terms and conditions with the raft of 

small print associated with products, and to simply accept 

that these documents are invisible in practice. However, we 

would caution against such an approach given the growing 

critical importance of personal data to us all.   

Our personal data is valuable. It has emerged over the last 

decade as a major business asset class, and our ability to 

manage that information at the point of consent is the 

primary means by which we protect both our privacy and 

our identity. It is a point of critical agency. Documents such 

as terms, conditions and privacy policies serve to inform 

this point of agency yet, at present, these documents are 

insufficiently prominent and thereby attract minimum 

attention in terms of design and accessibility.  

We have used readability as one indicator of the 

inclusiveness of an accepted approach to eliciting user 

consent.  It should however be noted that the nature of 

comprehension is much more complex. An individual’s 

social or cultural context and experience might, for 

example, enhance the readability of quite complex 

documents. Equally, text written in the plainest language 

may be impenetrable to an individual who has no 

experience of the context within which it is presented.      

We do not seek to make comment on the substantive or 

semantic content of the underpinning documents. Rather we 

argue that even before one addresses such things, the 

primary barrier of readability prohibits engagement with the 

text. Given the general literacy levels of the population, this 

in itself renders such text inaccessible in that accessibility 

relies upon the capacity of an individual to obtain, use, 

understand or appreciate the object in question [31]. In this 

way, as we increasingly make the digital available to all, 

there is a danger we concurrently introduce a subtler variant 

of the digital divisions of the past. By supporting the use of 

terms and conditions that are fundamentally unreadable, we 

are essentially disempowering a raft of the population.  

As online systems increasingly rely upon the collection and 

ongoing analysis of more and new types of user data, we 

can no longer presume that the approach of implied 

consent, currently relied upon by the majority of websites, 

is an acceptable model.  If we are to support individuals to 

meaningfully consent to the sharing of their information, 

we need to make certain that there genuinely exists the 

‘shared understanding’ that data protection requires. The 

current complexity of terms and conditions is prohibitive to 

this end as, whilst being able to read a text does not in itself 

ensure a shared understanding of its intended meaning, it is 

a first rung enabler to accessing the intended content.  

We would encourage the HCI community to extend its 

current work on web accessibility and embrace intractable 

limitations, such as poor literacy, when applied to issues of 

consent. Relying upon common understandings within 

online systems is problematic as low literacy correlates 

positively with poverty, low income and exclusion [14]. 

Socially excluded individuals are “three times more likely 

to be non internet users” [3] and three in four of adults who 

suffer ‘deep’ social exclusion also have limited engagement 

with internet-based services, and thereby unlikely to have a 

frame of reference upon which to build that common 

understanding. 

This paper has only scratched the surface of a complex set 

of issues. For example, individuals with lower incomes are 

more likely to rely upon access to the Internet via mobile 

devices, or second party access (such as other people’s 

homes or libraries) [14]. What are the impacts of the 

reliance on mobile devices on the readability and 

accessibility of these terms and conditions?   

As a final point, we thought it might be interesting to note 

that the ACM privacy policy generated a SMOG index of 

19, equivalent in complexity to Gulliver’s travels. Whilst 

this is clearly audience appropriate in this case, it illustrates 

how easy it is to forget that such things must be readable.  

Ultimately, what is clear is that this is a critical area - and 

one where the HCI community has much to contribute. 
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