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ABSTRACT 

Ubiquitous computing systems tend to be complex, 

seamless, data-driven and interactive.  Reacting to both 

context, and users’ implicit actions resulting from the lived 

experience, they cast all traces of human life as potential 

‘data’.  To augment users’ endeavours, such systems are 

necessarily embedded below the line of human attention, 

drawing upon new and highly sensitive types of data.  This 

begs the question, where is the moment of user consent and 

how can this moment be truly informed?  We would argue 

that it is time to revisit our design principles in respect of 

consent and redress the balance of agency towards the user.  

We draw upon a series of multidisciplinary interviews with 

experts to (a) reframe consent for ubicomp, and (b) offer 

three indicative principles, supportive of consent, for 

designers to ‘balance’ against system functionality.  We 

hope that this will afford a new prism through which 

designers might make value judgements. 
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INTRODUCTION 

We are all familiar with clicking “I accept” when first 

accessing a service.  This interaction represents the moment 

of consent, where the user indicates that they have 

understood and accepted the terms and conditions upon 

which the system relies. We have agreed ‘in the moment’, 

to a specific transaction, and that moment is almost 

immediately forgotten.  But is this momentary agreement a 

fair reflection of the on-going use of our data?  As 

computers increasingly and continuously gather, store and 

exploit our personal information, it is clear that 

contemporary articulations of ‘consent’ have been stretched 

thin to the point of breaking.   

The human agency involved in the act of consenting to the 

disclosure of personal information, whether explicit or 

implied, “is the primary means for individuals to exercise 

their autonomy and to protect their privacy” [6].  However, 

context-aware ubiquitous computing systems essentially 

‘decouple users from devices’ [16], relying upon user- 

perceptions of seamlessness as a mechanism to interweave 

such systems into the fabric of everyday life. This 

decoupling, whilst easing the physical and cognitive burden 

upon the user, impacts upon the locus of agency understood 

as the “operation of social power located in the actions and 

behaviour of human individuals” [25], drawing it further 

from the user.  As deployed ubiquitous computing systems 

increasingly capture data about people and interpret and 

respond to that data, often below the line of user visibility, 

two fundamental questions arise.  Firstly, are current 

notions of consent relevant in the emerging class of 

ubiquitous systems, and secondly, what are the practical 

consequences of dealing with consent for such systems? 

Answering these issues requires us to extend beyond the 

disciplines traditionally involved in ubiquitous computing.  

The literature on consent draws from multiple contributing 

disciplines (e.g. law [2], computer science [3], psychology 

[26], bioethics [21], sociology and design [13]), casting 

consent as a conceptually complex and multifaceted issue.  

However, even without the additional challenges posed by 

ubicomp, these perspectives are siloed, disparate, 

epistemologically distinct and often highly theoretical, 

rather than applied, and as such are not immediately useful 

to the design of ubiquitous systems. Add to this the scarcity 

of ubicomp-focused work, and the growing international 

policy imperatives in respect of protection of personal data 

and related ‘rights’ [10], and it is clear that without some 

consideration of the design of non-traditional systems, we 

are heading towards what might accurately be described as 

a crisis of consent for ubiquitous computing.   

This paper brings together perspectives on consent, from 

multiple disciplines, to inform the design of pervasive 

systems. We draw upon a series of multidisciplinary expert 

interviews in order to (a) conceptually reframe consent for 

ubiquitous computing systems, and (b) suggest a series of 

nascent guidelines for designers of such systems.  We hope 

that these guidelines will enable designers to ‘balance’ their 

design objectives against a series of consent considerations, 

drawing the locus of agency back towards the user.  In this 
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way, we hope to prepare developers for the challenges of 

consent and the changing regulatory environment.   

It remains to be debated as to whether consent, as currently 

envisaged, is even the correct concept for future systems.  

However, we hope that this paper will not only start the 

debate, but ensure that it looks beyond systems design to 

the broader disciplinary landscape.   

PRIOR WORK 

Contemporary conceptions of consent are based upon four 

principles enshrined in the Nuremberg code; that it is 

voluntary, competent, informed and comprehending [11]. 

These principles, derived of moral philosophy, assume 

respect for autonomy, beneficence, and justice. Consent 

within online systems is “a digital manifestation of a social 

interaction” [20]. It relies upon a signal of assent “given in 

response to a proposition describing [an] action to be 

performed” [23] and has, to a large extent, been reduced to 

a narrow, contractual conception, articulated through the 

language of data protection [15].   

Even within the field of bioethics, the appropriateness of 

current approaches to consent has been called into question. 

Manson and O’Neill argue that consent, as it stands, is too 

exacting a standard to be useable in practice.  In particular 

they question: (a) the requirement to be fully explicit and 

completely specific as a blanket approach, (b) definitions 

and appropriateness of autonomy of the subject as a key 

principle of consent, and (c) the weaknesses inherent in the 

notion of informing [21].  

Consent in Ubicomp  

The concept of consent has seen mostly passing mention 

within ubiquitous computing literature.  Whilst work 

published in recent years has to some extent attended to the 

concept, this has related primarily to tangible online 

interactions [3], with little consideration given to (a) 

forward-looking conceptual work, and (b) research 

specifically addressing the challenges of consent within 

pervasive systems.  Broadening the scope, contributory 

fields such as psychology, sociology, behavioural 

economics and bioethics have dealt with consent and 

technology more directly.  However, in such instances 

again, the focus often rests upon current socio-technical 

practice, with an emphasis upon existing human-computer 

interfaces rather than those that intentionally decouple users 

from devices.   

Where consent is not explicit within ubicomp literature, it is 

always implicated due to the data-driven nature of such 

systems.  Each user interaction with a system, whether 

experimental or embedded within the fabric of life, 

necessarily relies upon some form of user agreement or 

acceptance; some transactional behaviour that (a) opens 

with an offering, (b) relies upon an appropriate level of 

awareness and (c) understanding, and (d) is completed by a 

signal of assent [19].  However, within pervasive systems, 

consent is often reduced to an implied model where the 

signal of assent is a related or indicative action [8], rather 

than an explicit indication, such a ticking a box. In line with 

data protection, this action should be a ‘strong enough’ 

indication of a user’s agreement, which can only be secured 

“if there is a shared understanding of what is happening” 

[15].  This shared understanding relies upon prior 

knowledge, which is both socially gained and dependent 

upon information such as privacy policies and terms and 

conditions.  As such, it can be considered both a socially 

informed and legally required act.   

However, whilst data protection regulation has created a 

baseline set of requirements, Lawson & O’Donoghue 

caution against an over-reliance upon legislation to support 

consent as, in application, “its exercise is often more 

notional than real” [18].  This position is supported by the 

studies of Hillman and Bakos et al who show that people 

fail to read the documents designed to inform their consent 

decisions; standard form contracts [14] and end user license 

agreements [2], respectively.  Equally, Luger et al found 

that, even if users read such documents, they are written at 

so complex a level as to be inaccessible to at least half of 

the population [20], and Kay & Terry [19] suggest a more 

visual approach as an alternative method.         

If we look beyond regulation to HCI and the sphere of 

principled (value led) design, recent projects have 

reinvigorated debates around consent [12], highlighting 

specific aspects within the domain of tangible online 

interactions.  Friedman et al model online informed consent 

through traditional principles.  These are disclosure, 

comprehension, voluntariness (non-coercion), competence 

and agreement [13].  Broadening this to reflect the inherent 

tensions of the use context, the authors include the principle 

of minimal distraction in that giving consent ought to not 

‘unduly’ divert the user from their primary activity.    

On the basis of similar tenets, Bonnici and Coles-Kemp 

posit that existing electronic consent management (ECM) 

systems do not truly support meaningful consent decisions 

amongst users [3].  To address this, they argue for a 

principled approach through a return to theory, empirical 

study, and ethical principles and values such as beneficence 

and autonomy, drawing design back to the philosophical 

origins of the concept. However, if we return to such 

origins (voluntary, competent, informed, comprehending) 

[11], it is clear that current approaches to securing consent 

online are already falling short and therefore unlikely to 

offer any hope for future adaptation. Equally, work 

surrounding privacy enhancing practices has often bypassed 

consent and sought anonymity and pseudonymity as 

alternative privacy protection models [31].     

Beyond broad discussions of consent, specific aspects 

related to the concept have arisen within the literature from 

related disciplines.  Psychology and bioethics show us that 

whilst informing and comprehension is central to the 

recognized definition of consent, the extent to which one 

can explicate sufficient risk to inform the user, in a way 

they understand, is an ongoing problem. Factors such as use 
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of language [5], user prior education [26], reliance upon 

heuristic reasoning [4], and a predisposition to analyze risks 

in ‘experiential’ intuitive ways [30], render current 

approaches to informing highly problematic.      

A further issue arising from the current design of online 

consent is reliance upon the principle of informational user-

control. The past two decades of HCI literature have raised 

informational control as a principal feature of privacy 

protection [29] casting any breach of privacy as a failure of 

control [28].  Arguably, however, such conceptions narrow 

the conceptual space [34] in that understandings of ‘public’ 

and ‘private’ are subject to boundary shifts [24, 22] as both 

systems and social expectations develop.  Equally, 

informational control ignores the social value of privacy 

[32] and, as systems are further interwoven into our social 

life, it is likely that current framings of control may no 

longer be appropriate.  As a counter to the conceptual 

limitations of control, some authors have argued for the 

embedding of consent revocation within systems, casting 

control of personal information as more than a ‘one shot 

deal’ [27, 34]. This latter point is further explored through 

the work of VOME (Visualisation and Other Methods of 

Expression) [33], a project designed to create a privacy 

dialogue through development of models of privacy, based 

upon users’ understanding and mental models, to enable 

them to make more informed disclosure choices online.   

We would suggest the need for our community to revisit 

our understanding of the concepts central to the design of 

consent, such as control, user agency, autonomy, and 

informing. To this end, we explore consent through a series 

of elite interviews with experts drawn from a broad range of 

disciplinary traditions and backgrounds.  

METHODOLOGY 

A series of 20 semi-structured interviews were conducted 

with leading academics, industry specialists, and policy 

representatives from multiple disciplines to tackle two key 

questions: 

1. To what extent is ‘consent’, as currently understood 

within systems design, transferable to ubiquitous 

computing systems? and  

2. What new forms of consent might be useful and how 

might these be realised? 

Drawing inspiration from ‘elite interviewing’, the study 

focused upon people in “important or exposed positions” 

[7] and took a non-standardised approach to interviewing in 

that, rather than looking for specific responses, the 

investigator looked to the interviewee to instruct them as to 

“the problem, the question, the situation” [7].  Such practice 

allowed for a greater emphasis upon the interviewees’ 

position on the subject, and encouraged them to structure 

their own accounts, allowing for focus on what they 

considered to be relevant.  This approach was further 

reflected in the analysis, where themes derived less from 

frequency of appearance in the text, and more from the 

emerging conceptual relationships.           

Interviews were conducted either face-to-face or via 

Skype/telephone, depending upon interviewee location, and 

ranged from 29 minutes to 81 minutes in length with a 

mean average of 43 minutes.    The initial 10 experts were 

selected on the basis of their prior work in respect of 

consent and ubicomp and were drawn from: HCI, 

philosophy, bioethics, computer science, engineering, 

psychology and sociology.  A chain-referral sampling 

approach was then adopted in order to include aspects of 

the conceptual community not immediately visible.  This 

approach identified 10 further experts from the areas of data 

policy, large-scale individual-level data management 

organizations and regulators, criminology, law and 

education technology.   

The purpose of this approach was, firstly, to map the 

problem space from a series of competing perspectives and 

epistemologies in order to identify/construct a common 

conceptual foundation of consent for pervasive systems.  

Secondly, it enabled identification of the extent to which 

key factors arising from the literature (related to notice and 

consent) were felt to retain salience in pervasive settings, 

namely; (a) user control, (b) consent as an explicit 

instantaneous contract, (c) the need for risk explication, (d) 

the need for effective user mental models, and (e) the need 

for communication of system/data complexity.  These 

factors were specifically addressed with the interview 

schedule.  Beyond these points of focus, interviewees were 

prompted to consider consent, and the attending issues, 

from the perspective of their professional experience and 

practice.  To ensure this, interviews commenced with an 

overview of the experts’ professional engagement with 

‘consent’, their working definition of the concept, and their 

consideration of the theories, methods or techniques which 

might elicit a better understanding of the issues as play.  

Finally, interviewees were asked to consider what they felt 

to be the key challenges going forward.  

Interviews were analysed within NVivo, using a thematic 

network analysis, which organized the coded text into three 

types of theme; (i) basic (lowest order, coded statements or 

beliefs that related to organizing themes), (ii) organizing 

(that cluster basic themes into organizing issues) and (iii) 

global themes (super-ordinate themes that organize all 

codes into meta-groups or metaphor) [1]. The analysis 

draws upon areas of convergence, through themes arising 

from the data.  These represent a web of complex 

conceptual interactions and, as such, result in some basic 

themes arise under multiple headings.   

RESULTS  

Overall, the nature of consent, as defined, fell into two 

distinct camps; those for whom it was reducible to a 

contractual behaviour, and those for whom it was broader 

and implicated notions of individual rights, freedoms and 

protection of the self. In the latter case, experts cast consent 

as a protective measure intended to delimit unauthorized 

access to the self.   
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Irrespective of this difference, most experts defined consent 

as a (technical, organizational, social or psychological) 

‘process’ between ‘two entities’ (the consent-giver and the 

consent-seeker), which relied upon some method of 

‘informing’ or notification.  This process included both a 

clear proposition (consent seeker) and a deliberate, tangible 

signal of assent (consent-giver).  Some experts also 

articulated the need to revisit and revoke consent decisions.  

Universally, definitions either implied or explicated a level 

of agency (capacity to act) on the part of the consent-giver 

(user). From the perspective of the user, the concept was 

seen to represent (a) a permission/allowing, (b) a waiver of 

rights, or (c) an explicit acceptance or legitimation of a 

certain level of intrusion within which (d) a clear ‘choice’ 

was implied. Experts varied as to how they believed this 

was achieved, ranging from a finite act (an instance, 

contract or single transaction), to a negotiation (ongoing 

bidirectionality). 

Despite a high level of convergence in opinion overall, 

experts diverged as to the extent to which consent could (or 

indeed should) genuinely be voluntary within systems upon 

which users were reliant or invested. Equally, a small 

number of experts diverged on their opinions as to whether 

consent could be used as a blanket approach or whether it 

ought to be specific and highly selective.     

Except in the case of two experts, the notion of 

comprehension did not explicitly arise within stated 

definitions of consent.  Whilst the need for users to (a) 

understand the risks associated with data flows and (b) 

understand the wider workings of ubicomp systems, were 

mentioned, this was seen as a future challenge, rather than 

something common to the concept as currently conceived.   

As experts reflected more broadly upon the nature of 

consent and the role of consent in ubiquitous computing, a 

number of common issues emerged.  We have structured 

these around three global themes.  

1. Engaging with consent: how consent is 

communicated and how users might engage with it  

2. Understanding risk and control: how we understand 

risk and the associated concepts of power and control  

3. Consent reconsidered: how we might reconsider 

consent for ubiquitous computing  

Theme 1: Engaging with consent 

Our first theme considers expert reflections on how users 

might engage with consent. A starting point for many 

experts was that consent was fundamentally contextual. 

Consent is contextual 

The primary issue that arose from the interviews was that 

consent within ubicomp, and the extent to which any data 

was shared with a system, was tied to the context within 

which it occurred.   Factors included within the theme of 

context were dominantly social and temporal, though some 

related to the physical environs within which the consent 

act occurred, the predisposition of the consent-giver, and 

the geographic location.   A small number of participants 

mentioned spatial components as an explicit and/or direct 

factor affecting consent.  

Spatial language, whilst often arising, was predominately a 

vehicle for meaning, beyond geography.  Phrases such as 

‘in the home’ or ‘on the street’ were used, though the 

implication of such statements tended towards colloquial 

meanings (as synonyms for the private/public, 

respectively), rather than the geographic location being 

substantively significant in and of itself.       

One concept that explicitly connected both the social and 

the spatial was the notion of location entropy.  This 

articulated the relationship between location data and 

anonymity in a way that inverted colloquial understandings 

of ‘in the home’ and ‘on the street’.  In this way, ‘in the 

home’ where one might expect privacy, actually affords a 

greater likelihood that data could be related back to the user 

as an individual, the inverse being true ‘on the street’.   

Overall, the notion of the social context within which 

consent occurred was considered both highly important and 

likely to affect the consent decision, including the extent to 

which users might want to manage the flow of their data.  

The most dominant theme arising within this was the belief 

that user consent decisions are strongly tied to the expected 

audience, understood as the anticipated viewers of that data.   

The idea that the presence of ‘others’ within a context either 

complicated data sharing decisions on an individual level, 

or fundamentally altered those decisions, were themes 

common to participants within the domains of sociology, 

philosophy and HCI: “So, I can walk in and my cellphone 

can easily track where I am.  Once my parents can track my 

location and discipline me, it’s no longer so sexy at 

school.” (Co20)   

Consent is social 

A number of experts highlighted the ways in which consent 

is embedded in a series of social practices, to the point 

where it could be thought of as a social process or ritual. 

This ‘ritual’ was seen to either enable a desired outcome, or 

allow an exceptional behaviour (otherwise violation).  

Whilst often implied, this arose explicitly in some cases:    

“[Within], the ordinary flow of everyday life, what is the 

signing of the contract about?  Well, it’s a little ritual, it’s a 

ritual that sanctifies that sort of a relationship.” (Co3) 

“Consent from the perspective of the patient or the 

research participant is a social ritual that allows them to be 

comfortable with the research and allows the researcher to 

indicate that they have respect for the research 

participant.” (Co20) 

This idea of ‘ritual’ not only cast consent as a 

‘performance’ or a specific social function (such as to 

sanctify an unusual conduct or build interpersonal trust) but 

also as something dynamic, and indivisible from the 

environment within which it was performed.   
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Scaffolding ‘user expectations’  

The theme of user expectation as a dynamic was 

particularly prevalent where experts spoke of risk.   When 

asked about the importance of articulating risk to support 

consent, the majority of experts felt that this needed to be 

less a ‘laundry list’ of potential harms and more a building 

of user understanding around systems and their use of data.  

The theme of ‘learning’ or ‘literacy’ was particularly 

prevalent amongst HCI specialists, but also featured in 

responses from those experts working with public data.  It 

was generally agreed that users do not have adequate 

mental models (or understanding) of how ubicomp systems 

work, and that current conceptions were drawn directly 

from things that 'seemed’ similar. That people should 

understand how data flowed within a system was a key 

feature.  User understanding of the wider operation of that 

system was related, though secondary in frequency.   

“Well, obviously the fantasy would be better educated 

people because I don’t think that that point of the moment 

of consent is the right moment to be educating 

people.”(Co6) 

A particularly interesting point was made in respect of the 

ability of a system to scaffold learning, in order to enable 

users to understand the way that systems worked. “I don’t 

know if in some cases it would be possible to have the 

system scaffold the learning.” (Co4) 

 

Whilst overall, informing the user of potential risks was 

considered problematic, the common exception to this were 

instances where systems’ use of data deviated from 

expected norms; this was seen as a point of violation and an 

aspect which required particular communication.  This 

theme linked strongly to the extent to which ubiquitous 

computing systems were already embedded within the lived 

experience, casting the violation as intimate.   

Communicating the unexpected: 

The notion of communicating points of surprise, or the 

unexpected/ uncomfortable, arose for a number of experts.  

The idea that users were only concerned about their data 

when things went unexpectedly wrong, or that they needed 

to be alerted to unusual, ongoing, or unexpected uses of 

their data, was a clear theme: “If we found that information 

collected through smart metering was being used for some 

purpose that individuals wouldn’t expect, that’s 

intrusive.”(Co12) 

The implication was that each unexpected or unanticipated 

change of use, beyond the point of consent, fundamentally 

alters the basis of that agreement and people need to be 

informed of this. “If you want to do good informed consent, 

you have to focus on those things that are sort of going to 

surprise people.” (Co6) 

In general however, whilst user understanding and 

awareness of potential harms was considered critical to the 

consent process, risk and the explication of all possibilities 

was considered (a) poorly done under current conditions (b) 

impossible for systems designers to know, (c) impossible to 

articulate completely, (d) overly complex, (e) ultimately 

futile if delivered as text, (f) too instrumental and limited a 

concept to capture the social nature of interactions, and (g) 

too much a hidden part of what we already consider normal 

or acceptable:“You participate in the same sorts of things 

every time you turn on your computer, every time you use 

facebook.  You are actually taking a whole set of risks that 

are not well articulated by facebook but are fundamental to 

its use.” (Co4) 

Equally, if sensitivity of user data is contextual, this affords 

a further barrier to prediction, and therefore articulation, of 

what might be considered a risk.  

Theme 2:  Understanding Risk and Control 

Our second theme focuses on experts’ views on how users 

understand the issues of risk associated with consent and 

the extent to which they may control this. 

The subjective nature of Risk 

 In contrast to medical research, where risk is regularly and 

exhaustively articulated to subjects, it is interesting to note 

that many expert perspectives were presented from a 

Constructivist standpoint: casting many of the issues as 

highly subjective and socially constructed and thereby 

incompatible with the ways in which we currently 

conceptualise and approach consent.  This was less true of 

experts from a legislative or statistical background, though 

a similar inclination was to be found in much of the 

narrative.  One expert spoke of this explicitly and found 

there to be a fundamental disconnect between the ways in 

which risk was currently conceived of and articulated, and 

the ways in which users received that information. 

“The problem is that we speak two different languages of 

risk.  The Positivists speak at the scientific end and the end 

users speak at the socially constructed, or understand the 

socially constructed….I think that’s a fundamental failing 

in this space is the understanding of risk and the 

transmission of that understanding from the so-called 

experts.  In this case the technologists, to the lay person, 

without understanding how the lay person then hears that 

message.”  (Co18)  

Consent as a transmission of power: 

Within the context of risk, power was a dominant theme 

and many experts felt that the locus of power should be 

refocused towards the consent-giver.  The concept of risk 

was broadly considered as favouring the provider, 

corporation, or system designer, and was seen as a 

mechanism for securing and sustaining power.  As such, the 

use of ‘risk’ as something which users might ‘accept’, was 

seen as distorting the relationship of consent-giver and 

consent-seeker to one within which power was weighted 

towards the already powerful; those that monitor, survey, 

and make use of data for gain.  Supporting the theme of 

inequity of power was the belief that users could be 

manipulated through (a) system design, (b) their inability to 
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assess risk, (c) their predisposition to react to harm rather 

than avoid it, and (d) their predisposition to make 

unfavourable trade-offs for short term gain.   

“It’s very hard, particularly with the techniques that are 

used now, so the box that says tick our terms and conditions 

and thereby now consent to everything we will do to you for 

evermore.  The mismatch is with a question that has very 

very long term implications which you are minded to 

answer in one very very fleeting moment when you have a 

certain set of desires that could very well disappear within 

the next few minutes.” (Co7) 

Returning to the theme of scaffolding learning, the 

implication by one expert was that incrementally 

communicating how systems worked and dealt with data, 

through design, might more effectively reset the locus of 

power (or agency) towards the user:“...breaking it down 

into smaller parts and sort of rolling it out over time and I 

wonder if that would be one way to get at this kind of 

thing.” (Co4)  

The problem with user control: 

Linked to the theme of power, specifically as an exercise of 

that power, the idea of user control was somewhat 

contested.  Responses to the question about the on-going 

importance of user control showed distinct differences in 

understanding and application of the concept.  Divisions ran 

along conceptual lines in that those in favour of user control 

framed it either as a synonym for, or as a supporting 

principle of, autonomy (the freedom to act) or agency (the 

capacity/power to act).  Where it was seen in a positive 

light it was cast as a fundamental component of human 

rights, Liberalism, freedom and self-determination. 

“I think particularly in cultures that emphasize the 

individual, right, and the individual’s ability to have a great 

deal of autonomy over their experience of the world in some 

respects.  So, I don’t know what kind of model you’d come 

up with that doesn’t feature some ability to control because 

I think there’s a really easy connection between user 

control and notions that are enshrined in things like human 

rights.” (Co4)   

The extent to which experts valued user control, related 

positively to the extent they connected that notion to 

philosophical principles.   However, according to one 

expert from a data regulation body, this was not necessarily 

seen as an issue of practical concern to the public.   

“The number of complaints about people feeling a lack of 

empowerment or not being given the opportunity to control 

how the information is used is negligible.  Now you can 

read that in all sorts of different ways, it doesn’t mean that 

people are all absolutely delighted at everything, it could 

mean that they’re not actually aware of what’s happening.  

There are lots of different ways of looking at it. But it would 

be wrong to assume that this is a major source of public 

concern because, from the evidence we get, it isn’t.” (Co12)   

Where experts related the concept to data and data 

management, there was less of a blanket positive response, 

particularly in the context of dynamic systems. Experts 

were divided in terms of how they spoke of users and ‘their 

data’.  They were seen either as separate things, or as 

inalienable from each other. One expert noted clearly that 

the primary issue around individuals’ management of 

information about them was that current models of consent 

artificially alienated the individual from information 

produced as a bi-product of their social life.  The idea that a 

user should be able to ‘control’ (manage) their information 

was agreed with to a point, but again was strongly linked to 

the context within which the data was shared. 

“[control] is one of the conditions or constraints under 

which the conditions may be shared, about you with 

someone else and there are situations within which control 

is an appropriate transmission principle and some 

occasions in which it isn’t.” (Co6) 

Equally, those experts that dealt with the analysis or 

management of large national datasets agreed with control 

as a principle, but saw consent as a clear point of severance.  

Once users had consented, the data was rightly no longer 

subject to their control.  However, where experts drew from 

the social sciences, the idea of control was seen as more of 

a myth and therefore not useful as a guiding principle for 

consent within systems design.  Equally, the nature of 

systems themselves was seen as undermining the idea that 

users were able to exert control over the data beyond the 

initial point of consent, and thereby not a helpful principle 

going forward. 

“I mean there’s still a control element, but it’s not the data 

that you’re trying to control because somebody else can get 

a copy of the data so that’s not the issue, of course…..you 

can never easily get that data back in a way that they don’t 

have it any more because that’s the nature of digital 

information...the real issue is not there, it’s what a person 

is able to do with that data.” (Co11) 

Theme 3:  Consent reconsidered 

Our final theme focuses on the extent to which our experts 

thought consent needed to be re-invented to make it more 

appropriate for ubiquitous computing, and the various ways 

in which consent could be recast.  

Informing as more than disclosure 

The importance of informing the user as part of the consent 

process was a consistent theme across all experts.  Overall, 

current methods of informing were mostly considered unfit, 

particularly in the case of personal or sensitive data.  This 

extended to a critique of approaches to notice, and a need to 

move away from existing ‘nagging’ notifications and 

reliance upon symbology.  These currently function as 

markers or alerts within system design and merely represent 

disclosure.  Across the majority of experts, informing 

related to enhancing and sustaining user awareness of the 

operation of a system.  Particularly, communicating the 
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ways in which their data was used within that system was 

considered fundamental to securing valid consent.   

“I think of privacy as being the flipside of awareness. 

Basically if you are designing for one then you’re designing 

for the other, and so I would say thinking about that – that 

we should always be thinking about room for consent and 

room for being informed.”(Co10) 

This theme was again linked to learning and the importance 

of reinforcing that learning through systems design. 

Creating appropriate metaphors to support useable mental 

models for ubicomp, enhancing visibility and transparency 

of systems to aid understanding, and allowing users to 

query systems in order to further their knowledge were 

basic themes: “Yeah, but I think…..allowing people to 

query what a system is doing with your data seems to me a 

really interesting useful approach.” (Co2) 

Amongst those experts who discussed current models of 

informing (lengthy text-based documents), all agreed that 

such methods represented a minimum standard that 

fundamentally failed to reflect the requirements of consent 

within online systems.  As such they should be viewed as a 

minimum requirement and not best practice.   

The importance of supporting user understanding was 

frequently mentioned.  Experts all indicated that consent 

relied upon some level of communication of what users 

were being asked to agree to.  However, the reality of 

ensuring that information was actually understood was 

identified as a principle difficulty, particularly if consent 

was seen as an instantaneous event or decision.  The need to 

promote user comprehension, through greater awareness of 

the fundamental operation of systems, was considered an 

important step towards user understanding; though it was 

noted by one expert that this was not the job of consent.  

More generally, it was felt that user awareness should be 

developed external to the consent process and supported 

over time.  Suggestions for presentation of information 

linked predominately to visualisation and it was suggested 

that this might best be articulated as a trade-off, so that 

users understood the nature of the interaction.   

“So, maybe the thing is to present it as a trade off.  So, if 

you want to benefit from giving your data to a system, 

which will allow you to do all these good things, there’s 

also a risk of these other things happening.” (Co2) 

Sustaining consent over time 

The idea of ‘time’ and its effects was another organising 

theme across the majority of interviews.  The (a) changing 

nature of system functionality, (b) significance of data, (c) 

uses that data is put to, (d) influence of external events, and 

(e) user expectations and attitudes, were the most often 

raised within this theme.   

“I think it’s much more like our attitudes change all the 

time....I might think six very contradictory things about my 

privacy within the course of a day.  But at any particular 

moment I might be consistent.” (Co7)  

Linked to these dynamics was the idea that informing 

should also change over time.  This related to the notion 

that systems dealt with dynamic data in ongoing and ever 

changing ways, and that user consent was only meaningful 

in relation to the context within which it was initially given.   

From this perspective, it was felt that what users needed to 

know was also mutable, and driven by how they 

experienced a system over time: “I think the main issue for 

me is that there’s in practice something slightly deeper than 

that, which is that being informed changes over time as you 

use a system.” (Co10) 

The majority of experts felt that, whilst there was no 

denying that an initial indication of agreement was 

necessary prior to user engagement with a system, 

meaningful consent could not be a single moment in time 

within ubiquitous computing systems.   

“So consent is a sort of ongoing thing, a process, not a sort 

of initial state you go into the system with.  And, in just the 

same way, more generally, how you use a system is 

something that changes in the course of your experience of 

that system, rather than something you just walk in and 

start knowing and doing from day one.” (Co10) 

The basic themes of bi-directionality, negotiation, revisiting 

consent decisions, the right to revocation and the need for 

reminders to reengage users, were considered important in 

sustaining consent.  The opportunity for users to access 

systems in such a way that they could interrogate them, and 

identify what data was being collected (and any altered uses 

of data) was also important.  The opportunity to interrogate 

systems was also seen as a means by which users could 

challenge both the use of their data and the biases inherent 

in automated profiling.    

“What we need at some point in such environments is the 

ability to contest these biases, these algorithmic 

biases...OK, you’re telling me that the system is producing 

this kind of knowledge which is applied to me now I want to 

test whether this is actually the case and I want to check 

what kind of bias this is and the extent that it’s exclusive, 

that it’s excluding me from benefits, and I want to be able 

to [see the] context that I’m being excluded from, for 

example, from access to an insurance or access to 

education or access to jobs.”  (Co17) 

Consent as decreasingly salient: 

The fallibility of consent was a specific theme mostly 

amongst those approaching the concept from an academic 

perspective. A quarter of experts overall also felt that 

consent, as currently envisioned, was insufficient for 

transferral to ubicomp. Equally, most experts identified 

weaknesses in current approaches to consent online, and 

half identified specific problems with consent for 

application within ubicomp.  These problems included 
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issues related both to data aggregation (the difficulties 

inherent in securing retrospective consent and the need for 

users to understand how the third party reading of aggregate 

data reflected upon them) and individual-level concerns 

(user behaviour), though the latter dominated overall.  

Experts who expressed a view on the appropriateness of 

consent fell within three camps; (a) consent in practice did 

too little, (b) that it was applicable only in particular 

circumstances, and (c) that theoretically it was being asked 

to do too much: “Consent functions in particular contexts, 

and I think it’s one of the oddities of the last 35 years, that 

people have tried to make consent do an enormous amount 

of work, probably more than it can.”(Co1) 

DISCUSSION AND CONCLUSIONS 

A consensus from those involved in our study was that 

consent is a social, contextual and inferential process.  

From this perspective, it can be understood as a form of 

‘ritual’, which runs counter to the mechanistic approaches 

within current systems.  These mechanisms operate as a 

point of severance; a permanent divorce of the user from 

their personal information, allowing third party use as a 

matter of course.  If we extend this social understanding of 

‘consent’ to ‘data’ [32], then arguably any use of that 

information, beyond the initial context, renders such use 

inadmissible in a social sense.  In the words of Nissenbaum, 

it violates the ‘contextual integrity’ [22] of that agreement.   

In light of this, if we continue to transpose existing models 

of consent to ubicomp, there is a danger that without 

attention, the design of pervasive systems will continue 

without adequate support for user consent.  It is important 

that we extend our current design focus to embrace the 

principles underpinning consent as part of the construction 

of those systems. Central to this is the need to raise the 

question of how we address the gradual erosion of user 

agency, exacerbated by current models of online consent. 

Our expert responses all point towards the need to unburden 

the concept from a view that it ‘can do everything’, and 

instead rebalance the design of systems to embed 

mechanisms that promote genuine user agency.      

How might we (re)consider consent? 

The philosophical tenets underpinning consent, that it 

should be informed, voluntary, competent and 

comprehending [11], run clearly through our expert 

interviews; though it is plain that such tenets are only 

narrowly represented in current approaches to online 

consent. Consent, as currently envisaged and articulated 

within digital systems, is (a) only transferable as a 

minimum standard of data protection, and therefore (b) 

requires considerable revision in respect of the mechanisms 

that support it, if it is to function for ubiquitous computing.   

In terms of consent as a process, a user’s ‘signal of assent’ 

was seen as needing to be explicit in most cases, rather than 

implied.  This was particularly true where users were not 

fully informed and did not understand (a) the way a system 

worked, (b) the way in which their data was to be used by 

that system, and (c) the ways that data would then be 

shared, beyond that initial agreement.  From this 

perspective, the “proposition describing [an] action to be 

performed” [23] is highly problematic.  How can a single 

‘proposition’ hope to enumerate all potential risks or 

convey all possible future uses of that data? 

This brings us to our central message that ‘consent’ as 

currently conceived cannot hope to meet the challenges 

posed by ubiquitous computing systems, though clearly that 

is not to say that we should altogether abandon consent. If 

we accept its articulation as comprising of six aspects 

(disclosure, comprehension, voluntariness, competence, 

agreement and minimal distraction) [12], then it is clear that 

there exist a series of tensions between what is expected of 

consent, and what is expected of ubicomp systems.   

For example, the extent to which consent can genuinely be 

voluntary is problematic where users rely upon those 

systems to enable everyday aspects of their lives, 

particularly as the mechanisms by which they capture, store 

and respond to data lie below the line of visibility.  Equally, 

one cannot ensure user comprehension, or competence, 

without ‘testing’ understanding and, most likely, thereby 

disrupting the experience.  However, whilst we cannot 

ensure voluntariness or comprehension, we can seek to 

scaffold learning and enhance user agency through system 

design. For example, we might view the seams within 

ubicomp systems as opportunities to connect with users. 

Context-aware systems create personalized experiences in 

ways that seek to appear seamless to the user.  In order for 

this to occur, systems collect data from a variety of inputs, 

make ongoing judgments, respond to the user and await 

feedback.  Within such an environment, it is virtually 

impossible for explicit informing (disclosure) to occur in 

scenarios other than those within which users have 

expressly agreed to systems collecting data; e.g. energy 

meters.  In such cases, a contract is necessarily signed on 

the basis of clearly enumerated terms and conditions.  We 

are not arguing against consumer contracts. Whilst the 

contractual model necessarily remains as a minimum, we 

would argue that now is the time to recast consent, more 

broadly, in light of the philosophical tenets that formed it.   

We, as designers, can unburden consent by releasing 

current articulations and recasting it as a socio-technical 

process.  Reflective of the approach of value-sensitive 

design, we can seek to actively embed the associated human 

values within the systems that we create [12].  The tenets 

underpinning consent derive of moral philosophy and 

reflect values such as beneficence, justice and autonomy 

[11].  Despite the weakness of current approaches to 

consent, the need for these values to persevere is clearly 

reflected in the themes arising from our interviews.  The 

value of autonomy in particular encompasses the sub-values 

of privacy, voluntariness, self-mastery and freedom of 

choice [11], all of which align equally closely to our 

findings. 
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If we turn to these as drivers, designing for consent within 

ubicomp would not only consider how to deliver seamless 

and responsive systems, but also how to design systems 

which enable users to make meaningful, informed and 

timely choices about the sharing of their data. Equally, if 

we cast data not as isolated and severed from the context of 

origin, but as explicit traces of our social and often intimate 

endeavours, then immediately developing systems that 

(re)connect users with that information becomes a point of 

salience.   In light of our findings, we would suggest the 

need to rebalance the locus of agency away from the system 

(including the data controller and processor) towards the 

user.  To this end, we would suggest the following 

reframing of consent: 

1. Recast consent as a ‘social process’ rather than an 

isolated act or a moment in time.  The focus here rests 

upon ‘sustaining’ consent as opposed to securing it. For 

example, we may wish to exploit the ability of 

ubicomp systems to detect contextual change as a point 

where consent is revisited.  

2. Develop ‘informing’ beyond ‘notice’ and ‘disclosure’, 

which operate as containers for information [21].  In 

their place adopt ‘communication’ (which requires 

shared understanding and bidirection), ‘and 

‘revocation’. This might involve developing a 

communication channel where users are notified on 

significant consent issues and can respond.   

3. Explicitly design for consent to support 

comprehension such as (a) effective metaphor, (b) 

scaffolding user expectations through affordance in 

systems design, (c) regular feedback, and (d) enhanced 

opportunities for interrogation and interaction     

4. Reconnect users with their data by abandoning 

concepts of consent as finite severances to focus on 

supporting an on-going relationship between users and 

data. E.g. through visualizations of personal data [33]  

The ‘balance’ of designing for consent 

The dynamic and unpredictable nature of context raises 

core challenges for Ubicomp. Changes in the context of 

data can to cause ruptures in both user expectations and 

understanding. Consequently, these changing contexts need 

to be balanced by increasing and finer grained opportunities 

for users to demonstrate agency, whilst supporting the 

principle of minimum disruption [13].  To this end, we 

would suggest a design orientation that shifts us away from 

absolute views, towards a more ongoing process of balance 

and compromise. We would suggest that Ubicomp system 

dynamics, which might otherwise undermine privacy or 

user understanding, be balanced against design principles 

that enhance user agency and autonomy in each case.  

These are: 
 

1. The ability to review/withdraw data relates to the 

ability for users to review and withdraw their consent, 

and therefore their data, at any point during or after their 

interaction with a system.  By allowing for multiple 

‘choice’ points, such measures can support users’ 

voluntary choices.       

2. Embedding affordances and visualization of 

complexity to ‘scaffold’ users’ understanding of a 

system.  Embedding, through design, properties that 

afford specific actions/interactions can be used to 

‘nudge’ users towards privacy-protecting practices that 

can then be transferred to other systems.  Visualization 

of data-flows better enable users to understand how 

their data is used by the system and third parties.  These 

measures support informing, competence and 

comprehension.    

3. Allowing interrogation and Interaction enables users 

to make more fine-grained choices about the ongoing 

use of their data.  Being able to see, for example, the 

reduced/altered functionality afforded by not sharing 

certain data enables users to more selectively decide 

upon what to share, and under what circumstances.    

These principles represent a tentative first step into 

designing for consent within Ubicomp. We recognise that 

our principles are likely to create tension when set against 

core aspects of systems such as (a) the sensing of context 

(b) the reliance upon stored data, and (c) the desire for 

seamless design of systems and user experience, therefore 

potentially negatively impacting upon the interactive nature 

of such systems [16].   However, reflective of value-

sensitive design approaches, many of these issues can be 

addressed at the conceptual stage of design (e.g. through 

envisioning cards [9]) and, at the very least, can ensure that 

we make thoughtful choices and informed trade-offs within 

the systems that we embed in people’s lives.  

We would hope that these nascent guidelines stimulate 

others to consider, firstly, how mechanisms that exploit 

personal data have the potential to compromise consent 

and, secondly by what means we might balance these 

mechanisms against opportunities to support user agency. 

As a final point, we would argue that as the Ubicomp 

community increasingly develops systems that are both 

deployed in the real world and draw upon the intimate data 

of citizens, they need to take the stewardship of that human 

data seriously. The responsibilities are significant, and 

consent must be a critical tenet of ubiquitous computing 

systems as, in doing so, our community has a unique 

opportunity to provoke and encourage thought in 

disciplines beyond its own.  Whilst wider disciplines have 

considered consent, they have yet to consider it in a future 

of pervasive systems.  Developing a dialog across these 

communities will be important for all.  
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