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ABSTRACT 

The developing complexity and decreasing visibility of 

pervasive computing systems, coupled with increasing 

value and sensitivity of personal data, mean that it is no 

longer sufficient to design systems that assume users 

capable of making informed decisions at a single moment.  

In particular, the unprecedented sensitivity of contextual 

data, and the potential harms associated with inferences 

made on the basis of that data, highlights the need to revisit 

our design principles in respect of consent.  This thesis will 

use a mixed-methods approach to reframe ‘consent’ for 

ubiquitous computing systems, resulting in a series of 

design guidelines to inform future developments. 
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INTRODUCTION 

Whilst some attention has been given to the concept of 

consent in respect of tangible online interactions, there is a 

clear deficit of (a) forward-looking conceptual work, and 

(b) research specifically addressing the challenges of 

consent within pervasive systems.  Existing literature 

related to consent derives of multiple contributing 

disciplines (e.g. law, computer science, psychology, 

bioethics, sociology, policy studies) casting consent as a 

conceptually complex and multifaceted issue.  However, 

even without the additional challenges posed by ubicomp, 

these perspectives are siloed, disparate, epistemologically 

distinct and often highly theoretical rather than applied and 

as such are not immediately useful to the design 

community. Add to this the dearth of ubicomp-focused 

work and the growing European policy imperatives in 

respect of personal data, and it is clear that without some 

consideration of the design of non-traditional systems, we 

are heading towards what might accurately be described as 

a crisis of consent.   

 

Given the nature of pervasive architecture, it is clear that 

‘consent’, as traditionally conceived, is no longer salient.  

The human agency involved in the act of consenting to the 

disclosure of personal information, whether explicit or 

implied, “is the primary means for individuals to exercise 

their autonomy and to protect their privacy” [4].  However, 

context-aware ubiquitous computing systems essentially 

‘decouple users from devices’ [8], relying upon user- 

perceptions of seamlessness as a mechanism to interweave 

these systems into the fabric of everyday life. 

 

Such decoupling, whilst easing the physical and cognitive 

burden upon the user and enhancing system responsiveness, 

necessarily impacts upon the locus of agency understood as 

the “operation of social power located in the actions and 

behaviour of human individuals” [14], drawing it further 

from the user.  This trade-off, however, is not always made 

explicit and whilst notice remains a core design tenet, 

research shows that human capabilities and socio-

psychological responses render consent decisions 

increasingly meaningless.  Equally, whilst we understand 

something of the social and behavioral norms related to 

explicit corporeal transactions the complexity, mutability 

and reduced visibility of ubiquitous computing systems 

problematise norm transferral to more pervasive contexts. 

This thesis will conceptually reframe consent for ubicomp 

by exploring (a) the salience of consent for pervasive 

computing settings and what it might mean in such 

contexts, (b) what the challenges to consent might be, and 

(c) how a revised concept might be applied in practice. 

 

Thesis Statement 

This thesis will seek to conceptually reframe notions of 

consent to better meet the dynamics of pervasive systems 

and suggest a series of indicative guidelines to inform 

future research and systems design.  Specifically, the thesis 

will answer; how might we reframe ‘consent’ for ubiquitous 

computing systems?  Secondary questions addressed will 

be: 

 To what extent is ‘consent’, as currently understood 

within systems design, transferable to ubiquitous 

computing systems? 

 What new forms of consent might be useful and how 

might these be realised? 
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RELATED WORK 

Despite the growing tensions surrounding privacy and 

consent, very little literature within the field of information 

systems has explicitly/directly covered the concept of 

consent [3].  Even within the field of bioethics, the 

appropriateness of current approaches to consent has been 

called into question. Manson and O’Neill [10] problematise 

3 aspects in particular; (a) the utility of the requirement to 

be fully explicit and completely specific in all instances of 

consent, (b) what is meant by autonomy of the subject, a 

key principle of consent, and whether this is indeed the 

correct concept, and (c) the weaknesses inherent in the 

notion of informing. They argue that practice rarely meets 

the exacting standards required and that, by default, falling 

short of those standards implicitly devalues them.  

 

Based upon the limited published work in the area of 

computer science, Bonnici and Coles-Kemp offer a 

categorisation of Electronic Consent Management (EMC), 

described as “on-line consent management approach[es] 

that may encompass organisational management 

mechanisms” [3]; classified as first generation, ex-post and 

principled.  According to the authors, first generation ECMs 

include information disclosure mechanisms (e.g. End User 

Licence Agreements, P3P), signalling mechanisms (e.g. 

tick-boxes), and enforcement mechanisms (e.g. standards 

and legislation).   In contrast, Ex-post ECMs refer to 

systems designed to improve upon first generation 

mechanisms, broadly through enhanced authentication and 

storage, to promote users’ trust.   

 

However, even within traditional online environments, the 

use of such mechanisms for informing and securing consent 

are problematic.  The physical act of a signature on a 

contract is “law’s signal to consumers that the document in 

front of them is important and that they should be cautious 

about agreeing to it” [6]. However, a study by Hillman [7] 

found that in online contexts, users did not treat such 

contracts with the same level of care.  On the basis of a 

survey conducted amongst 92 contracts students at Cornell 

University, it was found that only 4 of those surveyed read 

the standard form contracts ‘as a general matter’ [7].  This 

finding is further reinforced by the work of Bakos, Marotta-

Wurlger and Trossen [1], who studied the extent potential 

buyers accessed End User License Agreements (EULAs) by 

tracking browsing behaviour across 45,0910 households.  

The author found that only a tiny minority, “on the order of 

0.1%” [1], actually access the EULA.  

 

Over the past decade, there has been a growing body of 

normative work around privacy and pervasive computing 

within which consent has received largely secondary 

mention.  However, within the broader technology context a 

number of projects have reinvigorated such debates, 

highlighting specific aspects. With particular reference to 

informed consent, Friedman et al [5] offer a series of value-

sensitive design principles to inform the development of 

informed consent within online systems; disclosure, 

comprehension, voluntariness (non-coercion), competence, 

agreement and minimal distraction [5]. However, in a study 

of ubiquitous computing-enhanced residential care settings, 

Beckwith and Lederer [2] argue that such systems 

effectively compromise informed consent, primarily 

because the low visibility of sensors results in individuals 

forgetting that they are under surveillance.  Lederer et al. 

[9] maintains that ubiquitous systems should focus upon the 

traditional principles of ‘notice’ and ‘consent’, whilst 

recognising the tension arising from the unobtrusiveness of 

systems as set against notice-giving [2].  

 
However, according to Bonnici and Coles-Kemp [3] such 

principles, currently underpinning first generation ECMs, 

have shortfall as users tend to consent often without 

understanding what they are agreeing to.  Equally, ex-post 

EMCs place emphasis upon management after the fact of 

consent and thereby effectively by-pass meaningful 

consent-giving.  As an alternative, the authors argue for 

Principled ECM, a derivative of value-sensitive design, 

drawing together more closely conceptual analysis of 

consent and its practical instantiation. However, where 

systems are mutable, further attention must be given to 

what happens after the data is shared.  To this end, Pöhls 

[13] argues for revocable expressions of consent 

(mechanisms) within systems design, whilst Curren and 

Kaye [4] argue that any meaningful revocation design needs 

to operate within the right legislative climate.  Currently in 

data protection law there is no right of revocation and this, 

they argue, needs to be addressed if users are to have 

genuinely meaningful consent and revocation options.  

 

Whilst this represents only a sample of the literature, the 

wider body of work covering digital systems and consent 

has already started to shift away from the traditional 

medical research-based conceptions that framed so much 

early thought.  Though the work specifically addressing 

ubicomp is still formative and addressed from multiple 

perspectives, what is emerging bears some comparison to 

the suggested reconfiguration developed by Manson and 

O’Neill within the field of Bioethics. As in the Bioethical 

context, where it is suggested that consent should more 

closely reflect practice, so is there a need to reconfigure 

consent to match more closely the needs of both technology 

and user-behaviour. In the latter case, there is a rising need 

to consider the challenges of privacy, and access to the 

personal, in terms of the broader societal contexts within 

which the technology is placed.   

 

METHODOLOGICAL APPROACH  

Whilst the past few years have seen the development of a 

body of research related to consent in respect of tangible 

online interactions, very little has focused specifically upon 

ubiquitous computing. In light of this, this study seeks to 

understand how consent might be reframed to meet the 



challenges posed by pervasive systems. The research takes 

a multiple-methods approach and comprises four phases to 

ensure key stakeholder perspectives are represented.  This 

includes; (1) conceptual re-examination focusing upon the 

current core tenets of consent, drawn from a range of 

secondary sources, (2) a series of multidisciplinary elite 

interviews (critical conceptual development), (3) a focus 

group with designers to test conceptual findings 

(application-focused), and (4) a user study, intended to test 

the resulting design principles with end-users (context-

focused).  

 

A series of 20
1

 semi-structured elite interviews were 

conducted with leading academics identified through their 

work in the areas of pervasive computing, privacy, consent 

and key related disciplines.  A chain-referral sampling 

approach was applied [12] in order to include aspects of the 

conceptual community not immediately visible.  This has 

included individuals from data policy and large-scale 

individual-level data management organisations.  

 

The purpose of this approach was, firstly, to map the 

problem space from a series of competing perspectives in 

order to indentify/construct a common conceptual 

foundation of consent within pervasive systems.  Secondly, 

it enabled identification of the extent to which key factors 

arising from the literature (related to notice and consent) 

were felt to retain salience in pervasive settings, namely; (a) 

user control, (b) consent as an explicit instantaneous 

contract, (c) the need for risk explication, (d) the need for 

effective user mental models, and (e) the need for 

communication of system/data complexity. 

 

Having established a series of thematically derived 

principles, the second study is intended to test (validate) 

their resilience amongst systems developers/designers, with 

specific focus upon the gaps between the theoretical 

principles and their practical application in context. Taking 

the form of a focus group, the study will embed the 

principles within scenario-based contexts and ask 

participants to consider the strengths and weaknesses of 

various models of consent gathering from a design 

perspective.  The focus group will be followed by a series 

of time-lagged follow-up interviews with participants to 

identify any further thoughts/ considerations arising as a 

result of the study. 

 

The final study will seek to test the validated principles 

with end-users by asking them to reflect upon points of 

consent within context.  Though the specifics are yet to be 

defined, it is anticipated that the user study will draw upon 

Helen Nissenbaum’s theory of contextual integrity [11] in 

order to test whether the derived consent principles meet 

user expectations in respect of (a) norms of appropriateness, 
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and (b) norms of information flow.  The purpose of this 

final study will be to ensure that the principles reflect user 

expectations and, as such, will need to indentify one or 

more appropriate applications/ application areas.  

 

EXPECTED CONTRIBUTION TO THE FIELD 

It is anticipated that the dissertation will form the basis of 

(a) a multi-disciplinary conceptual framework that will 

inform further ethical ubicomp developments in respect of 

consent, in addition to (b) a series of sensitising conceptual 

papers, targeted towards the key stakeholders and 

contributing disciplines in order to stimulate further thought 

in this area. It is hoped that by rethinking what we mean by 

consent at this early stage, future ubicomp developments 

might more meaningful embed design principles that reflect 

ethical, value-led practice in respect of consent.    

 

PROGRESS TO DATE 

At the time of writing, phases one and two of the study are 

complete and initial analysis of the interview transcripts is 

underway. The pilot stage of phase three (a workshop with 

post-graduate ubicomp designers) is scheduled for July 

2012, followed by the main workshop (with experienced 

designers) which is scheduled to run in September/October 

2012.  The final phase of the study (the user-based use 

scenario focus group) will be conducted between October 

and December.  This final phase will build upon the 

findings of the first two phases.  Writing up of the studies 

will be carried out concurrently and it is anticipated that 

submission will occur September 2013.  
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